The Six Steps to Subnet Enlightenment

======================================================================

Company X has the following ip address:  192.170.10.0

It has decided that it would like 4 subnets.

You need to be able to work out the following:

1. What will the subnet mask be?

2. What will the subnet addresses be?

3. What will be the first and last host on each subnet?

======================================================================

Step 1

Determine which class of address we have, and subsequently, how many bits are available for us to use.

Eg 192.170.10.0 is a Class C, with a default subnet mask of 255.255.255.0 which in binary is 11111111.11111111.11111111.00000000. The left most 24 bits of the subnet mask are fixed and we CANNOT change them., therefore we only concentrate for now on the last 8 bits.

This means that there are 8 bits available to us for subnetting purposes.

Step 1 Answer: 8 bits

Step 2

Determine how many bits will be required for the number of subnets required,

OR

Determine how many bits will be required for the number of hosts per subnet.

(Sometimes the question gives you the number of subnets required, sometimes you get given the number of hosts that are required for each subnet.)

Apply the useable subnets/hosts formula:

Number of useable hosts/subnets = 2 number of bits – 2

Eg 2 2 – 2 = 2 ( 2 bits gives us 2 subnets which is not sufficient

Eg 2 3 – 2 = 6 ( 3 bits gives us 6 subnets

6 subnets is more than we require, but it is the closest we can get to 4. 

So we need to use 3 bits for our subnets.

Step 2 Answer: 3 bits

Step 3

Calculate number of bits available for hosts (or subnets).

Subtract Step 2 Answer from Step 1 Answer, to find the remaining bits available for hosts (or subnets, if you were calculating number of bits required for hosts in Step 2)

Eg 8 – 3 = 5

In this example, 5 bits are now available for the host portion of the address.

Step 3 Answer: 5 bits

How many hosts can we have on each subnet?

Number of useable hosts/subnets = 2 number of bits – 2

2 5 – 2 = 30  ( on each subnet we can have 30 hosts.

Let’s review!

Class C address means we have 8 bits available for subnetting.

Using the 2 number of bits – 2 formula we find that we need 3 bits to represent 4 subnets.

By subtracting the 3 bits we need for subnetting from the total of 8 bits that are available, we find we have 5 bits available for host addresses. Which means we can have up to 30 hosts per subnet.

Still with me?

Step 4

The X Files…….
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	32
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	1
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	X
	X
	X
	X
	X
	X
	X
	bits

	Subnet part
	Host part
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This is a view of the last 8 bits of our subnet mask. The X’s will be replaced by 1’s and 0’s (bits) when we figure out which bits get turned on and which get turned off.

We always use the left most  bits to represent our subnets, so the left most 3 bits need to be turned ON! Not surprisingly, the right most 5 bits (or the bits left over!), are to be turned OFF.
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	16
	8
	4
	2
	1
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	1
	1
	1
	0
	0
	0
	0
	0
	bits

	Subnet part
	Host part
	part


So, the last 8 bits of our subnet mask are 11100000. When we attach these 8 bits to the already established 24 bits of our subnet mask, we end up with the following 32 bit subnet mask:

11111111.11111111.11111111.11100000


(11100000 = 128 + 64 + 32 = 224)

in decimal dot notation, this is

255.255.255.224

Congratulations, you have calculated the subnet mask!

Step 5

Working out the subnets.

Starting with all zeros, increment the bits of the subnet part to display the total possible combinations available. We can ignore the bits to the right, as they have no part to play in determining subnets.

	
	
	

	128
	64
	32

	Subnet part

	0
	0
	0

	0
	0
	1

	0
	1
	0

	0
	1
	1

	1
	0
	0

	1
	0
	1

	1
	1
	0

	1
	1
	1


The table above shows the different combinations we can have when using 3 bits. Remember;

Number of useable hosts/subnets = 2 number of bits – 2

Eg 2 3 –2 = 6

We cannot use 000 or 111, as they are made up of all 0’s and all 1’s respectively. (This is why we always subtract 2 from the total number of possible combinations)

In this instance, the first useable subnet is 001. As the 1 is in the 32’s column, we can say that the first subnet is 32. Alternatively, if we attach the 5 zeros that make up the host porting to our subnet number, we end up with 00100000, which is binary for 32.

So the subnets are:

	128
	64
	32
	16
	8
	4
	2
	1
	Place value
	

	Subnet Part
	Host Part
	
	Subnet

	0
	0
	0
	0
	0
	0
	0
	0
	Not useable
	(all 0’s in subnet part)

	0
	0
	1
	0
	0
	0
	0
	0
	1st usable subnet
	192.170.10.32

	0
	1
	0
	0
	0
	0
	0
	0
	2nd usable subnet
	192.170.10.64

	0
	1
	1
	0
	0
	0
	0
	0
	3rd usable subnet
	192.170.10.96

	1
	0
	0
	0
	0
	0
	0
	0
	4th usable subnet
	192.170.10.128

	1
	0
	1
	0
	0
	0
	0
	0
	5th usable subnet
	192.170.10.150

	1
	1
	0
	0
	0
	0
	0
	0
	6th usable subnet
	192.170.10.182

	1
	1
	1
	0
	0
	0
	0
	0
	Not useable
	(all 1’s in subnet part)


Step 6

Working out the host addresses. 

Once we have our subnets sorted out, it is very easy to work out the host addresses. For every subnet, there will be a set number of host addresses.

This number can be derived from the formula: 2 no. of bits in host part – 2  (remember Step 3?)

First host on a subnet = subnet address + 1

Second host on a subnet = subnet address + 2

Third host on a subnet = subnet address + 3

*

*

Last host on a subnet = subnet address + total number of useable hosts

In the example above, the first subnet is 192.170.10.32 and we can have 30 hosts per subnet.

Eg. First host = 192.170.10.32 + 1 

= 192.170.10.33

Last host on a subnet = subnet address + total number of useable hosts

Eg. Last host on 192.170.10.32 = 192.170.10.32 + 30 

= 192.170.10.62







